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WHAT IS BCX SECURITY, ADVISORY AND GOVERNANCE?
A security consulting service that provides insight and guidance in fulfilling our clients’ security needs. Security specialists

are available to assist clients in analysing, building, and managing security services customised around their business
environment.

WHAT IT DOES

The BCX security consultancy service provides comparative analytics services that allow an organisation to compare
their security programme against those of industry peers and leading practices. This enables organisations to develop a
security programme and associated controls that are best suited to protect them from potential cyber-attacks

or breaches.

HOW IT WORKS
A number of security consulting engagements to meet individual customer requirements such as:
Risk / Gap Assessment

An assessment that utilises best practices, standards, and frameworks to establish the maturity of the existing security
programme.

Information Security (IS) Strategy
Development and enhancement of target state operating model for security which will detail the required structure,

capabilities, and processes for the delivery of Information Security services across organisational functions to effectively
manage risk and meet the stated Information Security objectives.




Information Security Management System (ISMS) Framework Development

Developing a Cyber Security Framework [CSF] constitutes how an organisation can institute and monitor a holistic
Information Security Management System (ISMS] and direct the improvement of information security management
through projects and business as usual activities.

ISMS Framework Management

BCX security experts will help your organisation define the program of projects required to get your business to the
desired level of maturity, in line with your security framework. This will be a set of desired activities, prioritised in terms
of risk reduction, allowing you to make informed decisions to maximise return on your security investment.

Cyber/Security Incident Response Planning

Assist the organisation by providing detailed information to aid in the response to security incidents. We wiill assist with
the complexities that security incident response introduces such as coordination across multiple parts of the organisation
depending on the impact, size, and nature of the incident. The service could also include training for personnel to
prepare them for a real-world security incident.

WHY CHOOSE BCX?

e [Expert development and/enhancement to the security programme be its security strategy, policy architecture,
Information Security Management System (ISMS] and/or roadmaps.

e  Guaranteed successful planning for the implementation of security controls with our vast experience.

e Reviews of security controls to provide leadership with accurate views and aids smooth audits.

e Assistance with the remediation of audit findings.

e Our clients benefit from our extensive network of relationships with our partners, our vast security operational
experience, global expertise, multidisciplinary capabilities ranging from endpoint security to security governance
as well as our proven track record.

e Certified security specialists provide guidance based on international best practice and security standard,
certifications include but are not limited to CISSP, CISM, ISO27001 Lead Auditor and Implementer, Security+,
SABSA Architect.

e Access to huge libraries of information security good practices stemming from our membership to the
Information Security Forum (ISF].

e Global expertise from our partnerships.

FEATURES AND BENEFITS
FEATURES BENEFITS
A methodology based on leading information security Certified and experienced professionals guiding and

frameworks such as NIST CSF, ISO 27000, PCl and the ISF. | assessing your cybersecurity posture.

Indicative mapping to all of the relevant frameworks Customised assessments and roadmaps aligned to your
applicable to the organisation’s industry. organisation’s requirements and not forced to alignment
to just one standard.

PRICE AND AVAILABILITY

The Security, Advisory, and Governance service is available nationwide. For more information and specific pricing
details, contact your account manager or email info@bcx.co.za.
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