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SAFETY FIRST.

THEN INCREASED PROTECTION AND REDUCED COSTS.

Maintain your organisation’s network
security with BCX Managed Firewall

BCX's Managed Firewall is a managed service that provides all-in-one multifunctional network security for client's
networks and devices. It includes dedicated on-premises, dedicated hosted and shared hosted security devices
managed from a single platform and an appliance that provides a variety of security features. These appliances may
either be hosted in the data centre or could be client premises equipment (CPE] based. All devices are fully managed by
BCX from a centralised platform.

HOW DOES IT WORK?

Managaed Firewall centrally manages devices that provide functionality features such as firewall, intrusion detection
(IDS], intrusion prevention (IPS], web-filtering, antivirus, and VPN access. The centralised platform is a new security
architecture approach that is all-inclusive in performing multiple security functions within one single appliance,
therefore reducing complexity.

FEATURES

e Firewalling

e Intrusion detection and prevention
e Application control

e Content filtering

e \irtual Private Networks [VPNs]

e Webfiltering

e Anti-Spam and Anti-Virus

BENEFITS

e Reduced maintenance and infrastructure costs for a lower total cost of ownership (TCO].

e Minimises the business impact through exposure to potential security threats as well as
ensuring compliance of information security regulatory requirements.

e Reduced complexity with management via a single platform.
e Simplicity as there is no need to install multiple software.



PRODUCT OPTIONS
Managed Firewall offers different deployment models, namely:

e Dedicated CPE (Either single/standalone or high availability).
e Dedicated Hosted (Either single or high availability].
e Shared Hosted (High availability by default).

The respective service models can be deployed as a single device, active/passive or active/ active configurations
depending on the client’s requirements for high availability.

SERVICE COMPONENTS

The Managed Firewall management options, in terms of security support capabilities available to clients, include basic,
standard and advanced. More details of components and service descriptions are available on the Telsol website.

PRICING MODEL:

To request the pricing model, please contact the Product Manager at simon.mothibi@bcx.co.za

WHY CHOOSE BCX?

The BCX Platform enabled Firewall management, reduced IT staff requirements as BCX offers an outsourced managed
service where the client saves on time, skills and expenses during set up. The monthly reporting structure provides
high levels of transparency into internet utilisation [view on individual usages).

AVAILABILITY

BCX Managed Firewall Service is available nationwide. For more information and pricing details, contact your account
manager or email info@bcx.co.za
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